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Anonymity of KEM

Indistinguishability (IND)' Anonymity (ANO):
Pko, k1
sk ,pk < Kgen ‘ sko, pko < KGen ‘
b < {0,1} L sk, pk,; < KGen o
C*, K§ < Enc(pk) " Ky ‘ b < {01} c.K .
Kf «X ' C*,K* « Encap(pkp) '
confidentiality _ _ confidentiality
Applications:

Zcash., anonymous credential systems

auction protocols, anonymous AKE
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UPDATES

PQC Standardization Process: Announcing Four Candidates to
be Standardized, Plus Fourth Round Candidates

NIST is announcing four Post-Quantum Cryptography candidates for standardization, plus candidates for a fourth
round of analysis.

July 5, 2022
Public-Key Encryption/ key encapsulation mechanism

CRYSTALS-KYBER(Standardization)
BIKE. Classic McEliece, HQC. SIKE (candidates)

FO Transformations ANO-CPA~~» ANO-CCA



Previous Works(ANO-CCA KEM)

Underlying Security Additional
FO Works -
WANO-CPA OW-CPA Additional Property Hash
o [GMP22] v v SCFR-CPA X
Implicit
[Xagawa2?2] v v SDS-IND X
Explicit [Xagawa2?2] v v SDS-IND v
Problems: Quantum Random
: : Oracle Model
Hard to simulate: two dec oracles Random
Xo|x) |y) —— Oracle =P Iyax|x)|x, y®O(x))

Additional hash in the explicit case
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Technical Overview



Modular Analysis: T-trans & U-trans

FO*f =UfoT,FOLt =ULoT

[HHK17]

U: OW—qPCA — IND—CCA

e Ut:0W—-qPCVA —» IND—CCA

« T:0W-CPA - OW—qPCA

Our Works

« U: wANO—CCOA - ANO—CCA
« Ut:wANO-CCOVA - ANO—CCA
 T:wANO—-CPA -» wANO—-CCA

Gen”: Encaps™ (pk): Decaps™ (sk, c):
1: (pk,sk’) & Gen, 1: m< M,c Enci(pk,m) 1: Parse sk = (sk',s)
20 s & Msk=(sk,s) 27 BT H(m,c) 2: m' = Deci(sk’,c)
3: return (pk, sk) 3: return (¢, K) 3: ifm' #L
4: return K := H(m,c)
The transformation U< 5: else return K := H(s,c)

Gen™: Encaps™(pk): Decaps™(sk, ¢):

1: (pk,sk) & Gen; 1: m & M, ¢ + Enci(pk, m)
2: return (pk,sk) 2: K := H(m,c)

The transformation U+

1

2
3: return (¢, K) 3:

4

. m’ := Decy(sk,c)

if m' £L

return K := H(m,c)

. else return L

Geny: Enci(pk,m): Deci(sk, c):

1: (pk,sk) & Genp 1: 1= G(m)
2: return (pk, sk) 2: ¢+ Enco(pk,m,r)

The transformation T

1: m' := Deco(sk,c)

2: if Enco(pk,m’,G(m")) = c
3: return c 3: return m’

4

else return |




U:wANO-CCOAIWANO-CCOVA—ANO-CCA

Dec(c # c*) CVO(e # ¢¥) CCO(c # c")

1: return Dec(sk,c¢) 1: m:= Dec(sk,c) 1: return [Dec(skg,c) = Dec(sk;,c) #1]
2: return [m € M]

DOm(hl’)

c = Enc(pk;, m) }

EnC(pki,‘ ) hi




U:wANO-CCOAIWANO-CCOVA—ANO-CCA

» The problem of responding Decaps(sk;, c) with h;(c)
CCO(pky, pky,c) = 1?7 [Dec(sky,c) = Dec(sky,c) #1]

() h,(c)
ho(c) \ H (m,c)
m,c)

hs(

( Enc(pky,, m) = c,Enc(pky,m) # c: hy(c)
Enc(pky,, m) # c,Enc(pky,m) =c: h{(c)
Enc(pky,m) = c,Enc(pk,,m) =c: h,(c)

kEnc('pkO,m) *+ ¢,Enc(pky,m) # c: h;(m, c)

A




T :wANO-CPA—-wWANO-CCA

Dec(c # ¢*) CVO(c # ¢¥)

CCO(c # c")

1: return Dec(sk,c¢) 1: m:= Dec(sk,c) 1: return [Dec(sko,c) = Dec(ski,c) #1]
2: return [m € M]
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[Zhandry20]: compressed oracle technique
[DEM+22]: online extraction technique

Enc(pko,m;G(m)) =c  Enc(pk;,m;G(m)) =c

Definition 2 (vy-spread [17]). We say PKE = (Gen, Enc, Dec) is y-spread if

max  Pr[c = Enc(pk,m)] <277,
meM,ceC,pk

where the probability is over the randomness of the encryption. For a (pk,sk)
pair sampled by Gen, we also define parameter

pk,sk) :— max Pr[c — Enc(pk,m)].
v(pk, sk) := =max rlc = Enc(pk,m)]
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