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Our Contributions

Hybrid XL (h-XL)：an efficient variant of XL

XL algorithm

・solving the MQ problem

・applying Gaussian elimination on coefficient matrices

We proposed an efficient variant of Hybrid XL.

(with matrices over polynomial rings)

Main Result

MQ problem：solving quadratic system over finite fields
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Outline

・XL Algorithm・Hybrid Approach

・Proposed Algorithm

・Conclusions
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MQ Problem

Given with , 

find one solution to

・ : the number of elements of the finite field
・ : the number of variables
・ : the number of equations

MQ (Multivariate Quadratic equations) Problem

Cryptosystems based on the MQ problem (e.g., UOV)
are candidates for post-quantum cryptosystems (PQC).

( ：the finite field with elements)

Solving quadratic systems over
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Macaulay Matrices

: an ordered set of polynomials

: an ordered set of monomials

Macaulay Matrices

: the coefficient of in

(We generally use the lexicographic or graded lexicographic order for )

(Ex) lexicographic order
ଶ ଷ ଷ ଷ ଶ ଷ
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XL Algorithm

・ with 

・ : a parameter for the degree of monomials

Input

(We use a monomial order such that ௡
஽

௡ are listed last.)

・ భ ೙

・ : the set of products of monomials with degree 
and 

(with any monomial order)
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XL Algorithm 

1. Multiply：Generate .

2. Linearize：Perform Gaussian elimination on .

※We have to choose such that a univariate equation is found in step2.

[Courtois et al., EUROCRYPT 2000]

3. Solve：Solve the univariate equation obtained in step 2 
and then find the values of the other variables.

This equation includes only the last
ஸ஽ ஸ஽ ஸ஽

monomials.

𝑥௡
஽,… , 𝑥௡, 1

|𝑇ஸ஽|

|𝐼ஸ஽|
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Hybrid Approach

Given , 

[Yang et al., ICICS 2004]
[Bettale et al., J. Math. Cryptol., 2009]

approach for using MQ solvers such as XL more efficiently

௞ times iteration

② Solve

for .

Repeat ①, ②
until we find a 
solution.

① Choose randomly.

・h-XL : hybrid approach with XL
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Outline

・XL Algorithm・Hybrid Approach

・Proposed Algorithm

・Conclusions
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Main Idea

h-XL

Fix

Gaussian
elimination

Fix

Proposed Algorithm

The amount of operations required for each guessed value
can be reduced.

Gaussian
elimination

Gaussian
elimination
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Main Idea

ଵ
ଶ ଶ

ଶ
ଶ ଶ ଶ

ଷ
ଶ ଶ ଶ

Ex）

ଵ
ଶ ଶ

ଶ
ଶ ଶ ଶ

ଷ
ଶ ଶ ଶ

Generate Macaulay matrices ※with the graded lex order

( ଵ ௞: variables to be fixed)
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Main Idea
𝒚𝟒 𝒚𝟑𝒛 𝒚𝟐𝒛𝟐 𝒚𝒛𝟑 𝒛𝟒 𝒚𝟑 𝒚𝟐𝒛 𝒚𝒛𝟐 𝒛𝟑 𝒚𝟐 𝒚𝒛 𝒛𝟐 𝒚 𝒛 𝟏

𝒚𝟐𝒇𝟏 1 5 6𝑥 + 5 4𝑥 5𝑥ଶ + 4𝑥 + 3

𝒚𝟐𝒇𝟐 3 5 1 5𝑥 + 2 4𝑥 + 3 4𝑥ଶ + 6𝑥 + 2

𝒚𝟐𝒇𝟑 2 6 4𝑥 + 1 3 2𝑥ଶ + 6𝑥 + 2

𝒚𝒛𝒇𝟏 1 5 6𝑥 + 5 4𝑥 5𝑥ଶ + 4𝑥 + 3

𝒚𝐳𝒇𝟐 3 5 1 5𝑥 + 2 4𝑥 + 3 4𝑥ଶ + 6𝑥 + 2

𝒚𝐳𝒇𝟑 2 6 4𝑥 + 1 3 2𝑥ଶ + 6𝑥 + 2

𝒛𝟐𝒇𝟏 1 5 6𝑥 + 5 4𝑥 5𝑥ଶ + 4𝑥 + 3

𝒛𝟐𝒇𝟐 3 5 1 5𝑥 + 2 4𝑥 + 3 4𝑥ଶ + 6𝑥 + 2

𝒛𝟐𝒇𝟑 2 6 4𝑥 + 1 3 2𝑥ଶ + 6𝑥 + 2

𝒚𝒇𝟏 1 5 6𝑥 + 5 4𝑥 5𝑥ଶ + 4𝑥 + 3

𝒚𝒇𝟐 3 5 1 5𝑥 + 2 4𝑥 + 3 4𝑥ଶ + 6𝑥 + 2

𝒚𝒇𝟑 2 6 4𝑥 + 1 3 2𝑥ଶ + 6𝑥 + 2

𝒛𝒇𝟏 1 5 6𝑥 + 5 4𝑥 5𝑥ଶ + 4𝑥 + 3

𝐳𝒇𝟐 3 5 1 5𝑥 + 2 4𝑥 + 3 4𝑥ଶ + 6𝑥 + 2

𝐳𝒇𝟑 2 6 4𝑥 + 1 3 2𝑥ଶ + 6𝑥 + 2

𝒇𝟏 1 5 6𝑥 + 5 4𝑥 5𝑥ଶ + 4𝑥 + 3

𝒇𝟐 3 5 1 5𝑥 + 2 4𝑥 + 3 4𝑥ଶ + 6𝑥 + 2

𝒇𝟑 2 6 4𝑥 + 1 3 2𝑥ଶ + 6𝑥 + 2

Perform the elimination on submatrices
over the finite field.

We cannot perform the Gaussian elimination 
over the polynomial ring.
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Preliminaries

・ : fixed variables

・ ೖశభ ೙

・

・

・

・ with 

・ , : parameters

Input
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Preliminaries

・ : over (graded lex order)

・ : the submatrix of corresponding to
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Polynomial XL (PXL)

3. Fix：Fix the values of variables.

4. Linearize(2)：Perform Gaussian elimination on the matrix 
obtained in step 3.

5. Solve：Solve the univariate equation obtained in step 4 
and then find the values of the other variables.

※ Repeat step 3-5 until we find a solution.

1. Multiply：Generate .

3. Fix

2. Linearize(1)：
(partial Gaussian elimination)
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Details of Linearize(1)
for in [ ] do

① Perform elimination on 

② Apply the same row operations
on and 

③ Using the leading coefficients of ,

eliminate corresponding columns.

ௗ ௗିଵ ௗିଶ ~

ௗ

~

Row operations

on ௗ
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Comparison

・ ଼ (the estimation of the number of operations over ௤)

20 40 60 80

h-XL ଻ହ ଵଷସ ଵଽସ ଶହଶ

h-WXL ଻ହ ଵଶଽ ଵ଼ଶ ଶଷସ

Crossbred ଺ହ ଵଶଷ ଵ଼଴ ଶଷ଻

PXL 𝟔𝟐 𝟏𝟏𝟕 𝟏𝟔𝟗 𝟐𝟐𝟎

WXL: a variant of XL using the sparsity of Macaulay matrices [Yang et al., FSE 2007] 

h-WXL: hybrid approach with WXL
Crossbred: an XL variant with similar construction as PXL [Joux, Vitse, NuTMiC 2017] 

~ times 
faster in the 

case

We asymptotically evaluate the time complexity by the formula.

(We experimentally confirmed that the proposed algorithm  
behaves as our complexity estimation.)
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Outline

・XL Algorithm・Hybrid Approach

・Proposed Algorithm

・Conclusions
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Conclusions and Future Works

Conclusions

・We proposed a new variant of h-XL.

・The proposed algorithm is asymptotically more efficient  

than other algorithms in the case of .

Future Works

・generalizing the proposed algorithm to higher degree cases

・proposing fast implementation 

+ analysis of practical efficiency


