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Our Contributions

MQ problem : solving quadratic system over finite fields

XL algorithm
* solving the MQ problem

- applying Gaussian elimination on coefficient matrices

Hybrid XL (h-XL) : an efficient variant of XL

Main Result

We proposed an efficient variant of Hybrid XL.

(with matrices over polynomial rings)
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MQ Problem

Solving quadratic systems over F,
(F, - the finite field with q elements)

* g :the number of elements of the finite field
* n :the number of variables

* m : the number of equations

(I MQ (Multivariate Quadratic equations) Problem I

~
Given F = (fy, ..., fm) € Fylxq, ..., x,]™ with deg f; = 2,
find one solution (ay, ..., a,) € Fg to F(xy, ..., x,) = 0 € Fg'.
\_ J

Cryptosystems based on the MQ problem (e.g., UOV)
are candidates for post-quantum cryptosystems (PQC).



Macaulay Matrices

F := (fy, ..., f;n) : an ordered set of polynomials

T = (tq, ..., t,) :anordered set of monomials

coeff(f;, t;) : the coefficient of ¢; in f;

Macaulay Matrices
coeff(fi,t1) -+ coeff(fy,t,)

coeff(f,,,, t1) -+ coeft(f,, t,)

(We generally use the lexicographic or graded lexicographic order for T)

Mac(F,T) :=

(Ex) lexicographic order

x2yz, x3, xy3 (x >y > z) ‘ x3 > x%yz > xy3



XL Algorithm
(—llnputl ~

* F = (f1, s fm) € Fglxq, ..., xy]™ with deg f; = 2

- D € Z, : a parameter for the degree of monomials)

.

. — aq an n
TSd = {xl “’xn ‘Zi=1 a; < d}
(We use a monomial order such that x,’?, ..., X, 1 are listed last.)

-+ I.4 : the set of products of monomials with degree < d — 2
and f1, ..., fm

Ieq == Uiz {t - filt € Teg-2)}

(with any monomial order)
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XL Algorithm

[Courtois et al., EUROCRYPT 2000]

1. Multiply : Generate Mac(l<p, T<p).

2. Linearize : Perform Gaussian elimination on Mac(I<p, T<p).

—

This equation includes only the last
|IT<p| — rank(Mac(IsD,TSD)) + 1

— , |:> g monomials. y

I T<pl

|<p|

3. Solve : Solve the univariate equation obtained in step 2
and then find the values of the other variables.

>¢ We have to choose D such that a univariate equation is found in step2.



NTT
[Yang et al., ICICS 2004]

H yb rl d Ap p roacC h [Bettale et al., J. Math. Cryptol., 2009]

‘ approach for using MQ solvers such as XL more efficiently ‘

Given f;(x{, ..., x,) (1 <i<m),k €{l,..,n}

‘@ Choose a4, ..., a; € IFq randomly. ‘
Repeat O, @
@ Solve until we find a

solution.
fl(al’ ") a’k’ xk+1, ;xn) —

= fr(aq, ..., 1, Xpes1) o) Xy) =0
0(g*) times iteration}
for Xp1q, o) Xp. [ (a*)

* h-XL : hybrid approach with XL
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Main ldea
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h-XL

Fix

¥

Gaussian
elimination

\_

~

/I Proposed Algorithm I\

/

\_

Gaussian
elimination

¥

Fix

¥

Gaussian
elimination

/

The amount of operations required for each guessed value

can be reduced.
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Main ldea

(x4, ..., X : variables to be fixed)

Folxg, o xp] = (IFq [ x4, ...,xk])[xk+1, ey X |

Ex) g=7(F,),n=3m=3k=1

F;lx,y,z
f1=5x2+6xy+4xz+yz+522+4x+5y+3 7[ y ]
fo = 4x% +5xy + 4xz +3y* + 5yz + 2% + 6x + 2y + 32 + 2
f3=2x*+4xy+2y*+6z°+6x+7y+32+2

~ >

fi =yz+52z%+ (6x +5)y + 4xz + (5x% + 4x + 3) (F7lxDly, 2]
fo =3y*+5yz+2z%+ (5x+2)y + (4x + 3)z + (4x* + 6x + 2)
fz =2y +6z%+ (4x+ 1)y +3z+ (2x* + 6x + 2)

Generate Macaulay matrices >&with the graded lex order y > z
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Main ldea

y y'z yz z y? yz 72 y 2 1
6x +5 4x 5x% +4x +3
Y’f2 Sx+2 | 4x+3 4x? + 6x + 2
y*f3 4x +1 3 254
yzf, P We cannot perform the Gaussian elimination
yifs P over the polynomial ring.
yzf3 ax+1 | 3 S Er—
z’f4 6x +5 4x Sx2 4 4x + 3
z2f, Sx+2 | 4x+3 T i .
2 — 1 Perform the elimination on submatrices —{

over the finite field.

yf2 5x 42 4x + 3 4x2 4 6x + 2

E 3 2x2 + 6x + 2

zf1 5x%+4x+3

zf> 4x% + 6x + 2

2f3 2x% 4+ 6x + 2

J1 6x+5 4x 5x% +4x + 3
k Sx+2 4x +3 4x2 + 6x + 2
E 4x + 1 3 2x2 + 6x + 2
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Preliminaries

(—I InputI ~N
* F = (f1, s fm) EFglxq, ..., x| with deg f; = 2
D €7Zs,, k € Z>, : parameters

. J

* X1, ..., X : fixed variables

e [ Ok a _
Ta = {x i1 20" | Biepsr i = d}

* TSd = TO U--uU Td

.Id — {t-fl|1SlSmanthTd_2}
* ISd = IzUUId
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Preliminaries

* PM :Mac(l<p, T<p) over F[xq, ..., X ] (graded lex order)
» PM|1,, Ty] : the submatrix of PM corresponding to I, Ty,

¥*f1 1
Yf2f3 | s
¥Y*fs 2
yzfy
vefe | | PM (14, T4] PM Iy, T5] PM Iy, T,] PMII,,T] U PMmIL,, T,
yzf3 2 6 TXT 1 3 X T OoxX T 2

2 f, 1| s 6x+5 | 4x 5x2 + 4x + 3

6x +5 4x 5x2 +4x +3

Sx+2 | 4x+3 4x2% + 6x + 2

4x +1 3 2x% +6x+2

z%f, 3 5 1 Sx+2 | 4x+3 4x% + 6x + 2
z%f3 2 6
yf1
¥f2 3
¥f3 2
zfy
zf
zf3
f1
f2 :PM[Iz,T4]
f3 L1 1 |

Sx2+4x+3
4x2 4+ 6x + 2

PM I, T,] [ PM |13, To]

tx

4x2 +6x +2
2x%2 +6x +2
6x+5 4x 5x2+4x +3

?M[Iz, Tl] & :PM[IZ, TO]

4x +1 | 3 I 2x“+6x+2 I
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Polynomial XL (PXL)

1. Multiply : Generate PM.

2. Linearize(1) -
(partial Gaussian elimination) » 3 Fix

3. Fix - Fix the values of k variables.

4. Linearize(2) - Perform Gaussian elimination on the matrix
obtained in step 3.

5. Solve : Solve the univariate equation obtained in step 4
and then find the values of the other variables.

> Repeat step 3-5 until we find a solution.
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Details of Linearize(1)

fordin[D ...2] do
(D Perform elimination on PM[14, T,]

(2) Apply the same row operations
on PM |14, Tyg—1] and PM |14, T _5]
(3 Using the leading coefficients of PM[I,, T,4],

eliminate corresponding columns.

Row operations

on PM|[I;, ~ |
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Comparison

We asymptotically evaluate the time complexity by the formula.

(We experimentally confirmed that the proposed algorithm
behaves as our complexity estimation.)

- q =28 m=n (the estimation of the number of operations over Fy)

134 194 252
- : : i P UL e time?
h-WXL 275 2129 2182 2234 i
aster In the
Crossbred 265 2123 2180 2237 -
PXL 262 2117 2169 2220 m = n case y

WXL: a variant of XL using the sparsity of Macaulay matrices [Yang et al., FSE 2007]
h-WXL: hybrid approach with WXL
Crossbred: an XL variant with similar construction as PXL [Joux, Vitse, NuTMiC 2017]
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Conclusions and Future Works

Conclusions
- We proposed a new variant of h-XL.

- The proposed algorithm is asymptotically more efficient

than other algorithms in the case of n = m.

Future Works
- generalizing the proposed algorithm to higher degree cases

* proposing fast implementation

+ analysis of practical efficiency
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