
June 13, 2024

CCA Secure Updatable Encryption from Non-Mappable Group Actions

Jonas Meers, Doreen Riepel



/ 142

Motivation

Cloud Storage



/ 142

Motivation

Cloud Storage



/ 142

Motivation

Cloud Storage

Rotate encryption keys



/ 142

Motivation

Cloud Storage

Rotate encryption keys



/ 142

Motivation

Cloud Storage

Inefficient!

Rotate encryption keys



/ 142

Motivation

Δ

Cloud Storage

Δ

Rotate encryption keys



/ 142
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Δ

Cloud Storage

Goals

• Confidentiality: Cannot distinguish encryptions of two chosen messages

• Integrity: Cannot modify ciphertexts

• Unlinkability: Cannot tell which ciphertext an update was derived from

• Forward secrecy: Old ciphertext is secure even if current key leaks

• Post-compromise security: Old key does not help to decrypt updated 

ciphertext

Δ

Rotate encryption keys
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Cryptographic Group Actions

1. Identity:   for all  

2. Compatibility:   for all 

e ⋆ x = x x ∈ 𝒳

(g ⋅ h) ⋆ x = g ⋆ (h ⋆ x) g, h ∈ 𝒢, x ∈ 𝒳

⋆ : 𝒢 × 𝒳 → 𝒳

which satisfies

Definition: Group Action

Let  be a group with identity element  and  a set. A group action is a map(𝒢, ⋅ ) e 𝒳
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Computational Problems  

• DLOG: given  for , compute . 

• CDH:  given  for , compute . 

• DDH:  given , decide whether   

or random

(x, g ⋆ x) g ←$ 𝒢 g
(x, g ⋆ x, h ⋆ x) g, h ←$ 𝒢 gh ⋆ x
(x, g ⋆ x, h ⋆ x, z) z = gh ⋆ x

CSIDH [AC:CLMPR18] 
 = isogenies between elliptic curves  
 = supersingular elliptic curves over 

𝒢
𝒳 𝔽p
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Group Action UE Scheme

GAINE [PQCRYPTO:LerRom24] 

• Adaptation of SHINE [C:BDGJ20] to group actions 

• Key , ideal cipher  maps message and random nonce to the set (“mappable”)k ∈ 𝒢 𝖨𝖢 : {0,1}ℓ × {0,1}λ → 𝒳
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Group Action UE Scheme

GAINE [PQCRYPTO:LerRom24] 

• Adaptation of SHINE [C:BDGJ20] to group actions 

• Key , ideal cipher  maps message and random nonce to the set (“mappable”)k ∈ 𝒢 𝖨𝖢 : {0,1}ℓ × {0,1}λ → 𝒳

k

N 𝖨𝖢 x CM
⋆ ⋆

k−1

x′ 𝖨𝖢−1
N′ 

M′ 

But: For CSIDH we do not know how to map into  [EPRINT:BBDFGKMPSSTVVWZ22,EPRINT:MulMurPin22]. 𝒳

𝖤𝗇𝖼 𝖣𝖾𝖼
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Scheme 1: 𝖡𝖨𝖭-𝖴𝖤

Message space ,  for some ℳ = {0,1}n∖{0n,1n} M = (m1, …, mn) n > 1

Key space , need some “ordering” for set elements in 𝒦 = 𝒢n 𝒳
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⋮ ⋮ ⋮
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⋮
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⋮
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• Hybrid argument over those regions 
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Scheme 2: 𝖢𝖮𝖬-𝖴𝖤

Observations 

•  (as most other UE schemes) is malleable 

• It is randomness-recoverable and randomness-preserving  

   are available to an adversary in the security game

𝖡𝖨𝖭-𝖴𝖤

⇒ x0, x1

11
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   are available to an adversary in the security game

𝖡𝖨𝖭-𝖴𝖤

⇒ x0, x1

: Tag-then-Encrypt 

• We define encryption as , where 

 using hash function   

 is the encryption randomness

𝖢𝖮𝖬-𝖴𝖤

𝖡𝖨𝖭-𝖴𝖤.𝖤𝗇𝖼(k, M∥T; r)
T = 𝖧(M, r) 𝖧 : {0,1}* → {0,1}ℓ

r = (x0, x1)

=

xm1

xm2

xmn

C1

C2

Cn

⋆

kn+1

kn+ℓ

xt1

xtℓ

Cn+1

Cn+ℓ

Encryption

k1

k2

kn

⋮

⋮

⋮

11

⋮

⋮ ⋮
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CCA Security of 𝖢𝖮𝖬-𝖴𝖤

Ciphertext Integrity 

• Should be hard to forge valid ciphertext without knowledge of  

•  binds the encryption randomness and message to the ciphertext using  to prevent malleability

k
𝖢𝖮𝖬-𝖴𝖤 𝖧
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CCA Security of 𝖢𝖮𝖬-𝖴𝖤

[C:BDGJ20]:  IND-UE-CPA + INT-CTXT  IND-UE-CCA⇒

same as for BIN-UE 

Ciphertext Integrity 

• Should be hard to forge valid ciphertext without knowledge of  

•  binds the encryption randomness and message to the ciphertext using  to prevent malleability

k
𝖢𝖮𝖬-𝖴𝖤 𝖧

12



/ 14

CCA Security of 𝖢𝖮𝖬-𝖴𝖤

Tag-then-Encrypt 

• We define encryption as , where  using 

hash function  and encryption randomness 

𝖡𝖨𝖭-𝖴𝖤.𝖤𝗇𝖼(k, M∥T; r) T = 𝖧(M, r)
𝖧 : {0,1}* → {0,1}ℓ r = (x0, x1)

=
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CCA Security of 𝖢𝖮𝖬-𝖴𝖤

Intuition for INT-CTXT 

• Forging a ciphertext allows to solve a non-standard variant of  

• Embed the challenge by modeling  as a random oracle 
 

𝖢𝖣𝖧
𝖧

Tag-then-Encrypt 

• We define encryption as , where  using 

hash function  and encryption randomness 

𝖡𝖨𝖭-𝖴𝖤.𝖤𝗇𝖼(k, M∥T; r) T = 𝖧(M, r)
𝖧 : {0,1}* → {0,1}ℓ r = (x0, x1)

Adversary must come up 
with encryption of a 

random message

=

xm1

xm2

xmn

C1

C2

Cn

⋆

kn+1

kn+ℓ

xt1

xtℓ

Cn+1

Cn+ℓ

Encryption

k1

k2

kn

⋮

⋮

⋮
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Conclusion

Summary 

• Updatable encryption from group actions requires some form of mappability 

• Since CSIDH does not allow mapping into the set, we use a bit-wise approach 

•  achieves CPA security relying on (multi-instance) DDH for group actions 

•  is the first CCA secure UE scheme based on post-quantum assumptions 
    (in the algebraic/generic group action model)

𝖡𝖨𝖭-𝖴𝖤
𝖢𝖮𝖬-𝖴𝖤
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