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Definition 1 (Lattice)

A lattice L is a discrete subgroup of a finite-dimensional Euclidean

vector space.
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A lattice L is generated by a basis B which is a set of linearly
independent vectors {bq,b,,...,b,} € R™. We will refer to it as

n
L(b1,b2,‘..,bn) = {ZZ,’b,’,Z,‘ EZ}.
i=1
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Lattice Problem
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Lattice problems are about finding short and close vectors.
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Lattice Problem

For most lattice-based encryption schemes (Kyber) their security are
based on the hardness of LWE which can be reduced to the
unique-SVP (u-SVP) on the special lattice basis.

Lattice Problem

/
/
/

| BDD/uSVP

Given problem) LWE
( P ) As~g b ‘

Kannan’s embedding: reduced LWE (A,b,g) to uSVP on Lq(M).

(3
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Lattice Problem

For most lattice-based signature schemes (Dilithium) their security are
based on the hardness of SIS which can be reduced to the
approximate-SVP (a-SVP) on an random orthogonal lattice basis.

Arandom A = (ay,ap,...,ap) € Z™™, given some bound M, goal find
nonzero short vector z € Z™, ||z|| < M such that:

v

Lz (A)={zeZ™:Az=0mod q}. SIS is an a-SVP on L; (A).
(A1]Az) € 20" <z (™" Ay is invertible matrix.
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@ So it is necessary to obtain a good understanding of these lattice
problems, such as the SVP and their approximate versions
(u-SVP, a-SVP) to design more secure and efficient lattice-based
cryptographic schemes in the post-quantum age.

@ NIST in 2022 announced the PQC standardization whose three
over four algorithms are lattice-based candidates.

Post-Quantum Cryptography rqc
£y

Selected Algorithms 2022 9% PROJECT LINKS
Selected Algorithms: Public-key Encryption and Key-establishment Algorithms

Algorithm Algorithm Information Submitters Comments

CRYSTALS-KYBER ZipFile (TMB) Peter Schwabe Submit Comment
Selected Algorithms: Digital Signature Algorithms

Algorithm Algorithm Information Submitters Comments
(CRYSTALS-DILITHIUM ZipFile (11MB) Vadim Lyubashevsky Submit Comment
ZipFile (4MB) Thomas Prest Submit Comment
SPHINCS+ ZipFile (230MB) Andreas Hulsing Submit Comment
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Bases of a Lattice

The security of lattice scheme based on the hardness of lattice
problem while the difficulty of lattice problem heavily depends on the
"shape" of the input basis B. In cryptography, a "bad" B is given.

Good Basis G of L Bad Basis B of L
: easy (randomization);

— B
— G : hard (LLL, BKZ, Lattice Sieve...).
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An important invariant: the Volume

For any two bases G, B of the same lattice A:
det(GG') = det(BB?).
We can therefore define:
vol(A) = \/det(GG?).

Geometrically: the volume of any fundamental domain of A.

Let be the Gram-Schmidt Orthogonalization of
G* is not a basis of A, nevertheless:

vol(A) = 1/det(G*G*!) = [ ] llg; |
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Profile of a Basis

max [|b7 || ~ min [|b7 | max ||b| > min [|b7|

log,|[bi*||

They have the same area, the only difference is slope.
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Lattice reduction algorithm

To solve an ¢-SVP or u-SVP, the main tool is lattice reduction
algorithm like BKZ which can improve the quality of lattice basis.

100
Index 1

R N

log ||b} |

We want to study the reduction effort of BKZ.
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BKZ simulator

| BKZ-g ‘ ‘ BKZ-§ fully reduced ‘ | BKZ-§ Head concavity H PuIBKZ(S,J) ‘
A A 7
I [ I ! )
| Brz20[eN11] | | progressive BRZ [BSWIs] [WWW23]
[AWHTL6]

Based on the Gaussian heuristic, a BKZ simulator is a polynomial time
algorithm to predict the reduction effort of the exponential time BKZ
algorithm.
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BKZ simulator

Based on the Gaussian heuristic, a BKZ simulator is a polynomial time
algorithm to predict the reduction effort of the exponential time BKZ
algorithm.

| BKZ-f ‘ ‘ BEZ-f fully reduced ‘ | BEKZ-f Head concavity ‘ | PnIBEZ(F, J) ‘
T i A i
| | | ! >
| Bkz20[oN11] | | Progressive BKZ [BSW1g] [WWW23]

[AWHTI16]

However, they are only the simulators, can not provide the accurate
theoretical bound estimation.
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Theoretical Analysis of Lattice reduction algorithm

Based on dynamical systems, many works has been done to give the
rigorous theoretical analysis of reduction effect of classical lattice
reduction algorithm and tours needed for convergence .

l

¥
LLL | BKZ | Slide BKZ HPS11 ‘ FNI-BKZ ‘ | LN20 ‘ Lw22
| 1982 | 1087 ‘ 2008 | 2019 ‘ 2020 | 2022
T BEZ’s
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Theoretical Analysis of Lattice reduction algorithm

There is no rigorous theoretical analysis of new lattice reduction

algorithm: Pnd-BKZ, which is very efficient in practice.

v

|

k4
LLL | BKZ | Slide BKZ HPS11 ‘P}U—BKZ HLN?_U ‘ LW22
1982 | 1087 ‘9_0{13 | 2019
| 2)..
L]
1 BKZ’s %

PnJ-BKZ was first proposed in G6K (CPU version, Albrecht et al.

Eurocrypt 2019).
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Current Section

e Main Idea
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The efficiency of PndBKZ in solving TU Darmstadt LWE Challenge.

- HEN000000008 -
< HNN00000EEEE B -
a 0.035 ...- . G6K GPU version
oo

G6K CPU version
s HEEEEE

RSR
B BEE
<L WL Heeaenees 8
o LEN 000088 O ==
B0 08808 B e

40 45 50 55 60 65 70 75 80 85 90 S5 100
n

https://www.latticechallenge.org/lwe_challenge/challenge.php
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The efficiency of PndBKZ in solving TU Darmstadt LWE Challenge.

led
8 R ProPn|BKZ(ENUMBS (., = 046511 Baze
3 ProPn)|BKZ(BS5A[mar = 0dfaapels)))
I ProPn|BKZ(ERUMBS(fuax = 1))
71 B ProPn)BKZ(BSSA(fmar = 1))
3 ProPn)BKZ{ENUMBS (fmax = ddf50ma(s))), set J=11in 5
6 B ProPn|BKZ{BSSA(fmax = 04fgape(s))), setj=1in 5
1 default GBK
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We study the reduction effort of the new efficient Lattice reduction
algorithm PnJBKZ and give the rigorous theoretical analysis to give a
more accurate security estimation of lattice-based schemes.

POC 2024

| LLL ‘ | BEZ | ‘ Slide BEZ ‘ ‘ HPS11 | ‘ PNI-BEZ H LN20 H LwW22 ‘ | Ours
[ [ (o] [oom ]
/l\ BKZ's PnlBEZ’
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PndBKZ algorithm

Pump and Jump BKZ is a BKZ-type reduction algorithm that uses
Pump as its SVP oracle. It is worth mentioning that Pump can insert

more than one vector into the inputting basis of sublattice and Pump
will output a nearly HKZ-reduced lattice basis.

<

l

initial
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Pump
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Pump-up
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PndBKZ algorithm

PnJdBKZ can perform Pump with an adjustable parameter jump no less
than 1. Specifically, running a PndBKZ with blocksize  and jump=J
means that after executing Pump on a certain block By;.;; g, the next
Pump will be executed on the By; ., g block with a jump= J rather
than Byji 1.4 p41)-
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Goal: Constructing the dynamical system of PndBKZ(f, J) which can
help us to analyze the theoretical upper bound of the approximate
factor in solving a-SVP by using PndBKZ and analyze how many tours
it needed for convergence.
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Current Section

e Analysis of Pnj-BKZ’ in the Sandpile Model
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The sandpile model and dynamical system in Pnj-BKZ’

Although the output of a Pump is very close to the HKZ reduced basis,
it is still not strictly equal to the HKZ reduced basis. In this paper, we
will not analyze the original PndBKZ algorithm used in practice, but we
will focus on a slightly modified ideal variant instead.

Heuristic 3 (Ideal Pump variant: Pump’) A projected sublattice basis By 4 g
after the reduction of Pump’(Brj. «45), K, B, f) strictly satisfied the property of
HKZ reduced basis (Definition , for all k € {1,...,d — B + 1}, dimension of

entire lattice basis B is d.
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Dynamical system of PndBKZ

Under Sandpile Model Assumption [HPS11] and Stirling’s

approximation, after one tour reduction of Pnj-BKZ'($,J), new I,f can be
expressed as:

[ x {ai + F T mea 7y I (VOI (L[i:i+ﬁ—(i—1 mod J)])) e[l d=f

; , (4)
ai+ gty ln (vol (L)), i€ A= B+ 1.d]
In (/e ‘”) jielld—p) 5
a; = 3
In d;::l) iE[d—F+1.d

¢ = In ( 27ire)’
Then we can prove Lemma 1 which estimates l,f forie[2,---,B—1].
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Dynamical system of PndBKZ

Lemma 1. For j € [2,...3 — 1], Eq.(7) holds.

1< St |
=3 Z +Cg—ji1 — Z Fogse )
=1 k=1

Based on Lemma 1, we can give the estimation that how the lengths of
Gram-Schmidt vectors /9" change to /™" after the reduction of a
B-dimensional Pump’(x, ) on any position k € [1,d - +1].

l(.nc:w) — %Zji?il lEUTiqi”ﬂ'l) +vc',37j+l - E-:(;;]i ﬁ%kcﬁfk+lv ] € [L)": + JB - 1]
7 l:s_or‘zg'mal)’ J c [1, d] \ [i,i T B _ 1}
(9)

Xidian University Analyzing PnJBKZ using dynamical systems June 12, 2024 30/55



Dynamical system of PndBKZ

l(.new) _ %Ej:?fl lgoriginul) +,C':3_'7+1 — E}’c;i ﬁ()g_k+1, j€ [L,’t + 03— l]
7 lj(-omgma”, 7€ [1, d] N [i,i + 08— 1}
(9)

Then we expressed the above complex relation equations by linear
transformation. Let x = (/);, (l,-),(-“) be the In value of the length of GS
vectors after a-th Pump’(x = 1+ (o — 1)J, B) reduction, x(®) = (l,-),(.“),

ae 1,2, [9E|| vie{r,14u, 1+ | R U uid-B+1}

x(+1D — A x(L3D) 4 e
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Dynamical system of PndBKZ

Reduction effort of a-th Pump’(xk =1+ (o —1)J, B) reduction,
x@ = ()Y, o ¢ [1 2,. [ﬂ” Then

we{1,1+J,...,1 [d ﬁJ }u{d B+1},

x(HLED = AO ¢ (L5 1 e

with:
1
Lo (i)
A(l)f :
1 1
B 61 (i+B8-1) ' 0, i<i
cgl): Z]Irﬁ tjelihi+ B 1]
0, i+B8<]

Thus we express the complex reduction process of any Pump by using
a simple linear transformation.
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Dynamical system of PndBKZ

Consider Pump is used in different position
K€ {1 A+d, 01+ L#J J} u{d — B + 1} during one tour reduction

of a Pnj-BKZ'-(j3,J), we can give the dynamical system of
Pnj-BKZ'-(B, J) by considering all these Pumps.
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Dynamical system of PndBKZ

we{11+J { J }u{d B+11,
x(+1) = AO) . x([5]) 1 ¢
Meanwhile, consider Pump is used in different position

€ {1 A+d, 1+ L#J J} u{d— B +1}, we show the reduction
effort of one tour reducrion of Pnd-BKZ(,J) on the norm vector x:

Ax+c
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Dynamical system of PndBKZ

The reduction effort of one tour reducrion of PnJ-BKZ(j,J) on the norm
vector X:
Ax+c

with ¢ =

s+ 4010 [ 5819 | a0 95219) (Glov 958 0-2) 1 arl 9520 -0) )]

and A = Ad—B+1) . A(F[F7]7) . L AQ+D L AQ),

1
1.4 (i)
A = :
11 .
BB (+5-1) 0, j<i
. o = Jepy — T et g € lii+ B 1]
K 0, i+B<y
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Dynamical system of PndBKZ

We use J;; to represent all-ones matrix where every entry is equal to 1

with ¢ rows and j columns, 0; ; represent ¢ X j zero matrix, and I,, represent
n-dimensional identity matrix. It is easy to get that:

545 O 0J,4-8-7
2355 3350 Opap-u |,
0g-p-780a-p-7Ya—p-ya—p-J

A+ A0 =

%JJ,,B 05 075 07d—p—271
Bog 1
A2 A A0 = | Jee gl Ous o Opaspea
I R0 P P& 0 ’
B3 B.B8 gz YB,J BYB.J B.d—B—2J

0a-p—2758 0a—p-277 0a—p—2757 Ya—p_27a-p—27
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Dynamical system of PndBKZ

We can inductive prove the case of k.

Finally, we have: A(1+kJ) . AQ+(k=1J) ... A+27) D AQ+H) A =
%JJ,ﬂ 0,5 0,7 U 0,7 0jd-p—ks
ﬂ[;JJJ,,B %JJ,J 0s,5 oo 055 07,7 074-p-kJ
CE0a | RSB 13 0 0 0
N 7 J ados J,J J.J Jd—B—kJ
_J k—1 _J k2 _J k—3
= 52 I C5—314 (B/gkzz Jrg o §Iag 07,7 0Jd-p—kJ
Zk Zyk-t Z k-2 -
CtJop C—350 S35y . 5350 3350 Opaprs
04—5-ks8 Oa—p—rss Oa—p—rss ---04—g—ks7 04—p—rss li—g—rsd—B—kJ
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Dynamical system of PndBKZ

Ax-+c
Then there are two cases:

When d — 8 = 0(mod J), set k = #, we have:

%JJ,ﬂ 077 077 . 055 044
%1},5 %JJ,J 0 .. 055 04
—J)2 —
(ﬁﬁz) I 5 L R (PR (N
A— . . (10)
_J o1 _J 2 _J k-3
& 5;3 Jis (ﬂBkzl Jig (Bﬂk—)Q Jyg ... %JJ,J 0y
Z )k Zpyk-t Zyk-2 -
(%k+1) Jpp5 © 52 Jp, (ﬁ,ek—l Jog o 258350 535,
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Dynamical system of PndBKZ

Ax+c

When d — 8 # 0(mod J), set k = I_#J , we also have A =

LJ.].ﬁ 05,7 cee 07, 050 0y d—kJj-p
=g
Lﬁz J5.8 %JJ’,J 0y 057 Oy d—ki—p
(B—J)? B=J
/3,33 J7.8 52 Jr.0 0y 0,0 Qyd—ki—p
k-1 k-2 ’ ’
—J —J
w—ﬂ%lj,,@ %*’J?J %JJ,J 05,7 0y d—kJ—3
B-D* B-nkt, B=J; 1y 0
SR Jd—ki-p.8 k—da—ki-sg - 52 Ja—kI-5,J gld—kr—8,7 Qd—kJ-B,d—kJ—B

8.0 HIsd-kis
an

=J) (kJ —d e . —
8 )(ﬂ +28 )JB“] “*;f 4

— Nk (kT428-d k=l (k428 —d
B )5§c+2 B )JB”B (B=J) ﬁks—l a8 )Jﬁ,.l---
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Solutions of the dynamical system of Pnj-BKZ’

We prove that A-x = x then x € span(1,1,...,1)". So it suffices to find
one solution of x = A-x+ ¢ to obtain all the solutions. Combined with
Lemma 2 we give the solution for the dynamical system of PnJBKZ.

Set 8; = 8 — (i — 1 mod J) we define X as follows:

i — a2+ Zl+ﬂ j, 1€l,...,d—p]
“z+d_zZ}iz,l}7 ZG[d—B+1,...,d]

and we can get X :=

B i+8;—1 7
- ﬁai + ﬁ;l—l Z;:iJrl lj, 1€l,....,d—p]

; d s
%ai+ﬁ2j=i+ll]‘,16 [d*ﬂ+1,,d]
Lemma 2. For X as the form shown in Equ., we have X = A -X +c.

(12)
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|b1]| /A4 (L) after the PndBKZ’ fully reduced

After get solutions of the PndBKZ’ dynamical system, We prove
Lemma 3 and Lemma 4 to give the upper bound of ||b+|| /A{(L).

Lemma 3. Foralli < d—(+1, we have 2- (g:f] g) cg—jgy1 < ; —fd_3+1 <
2'5—;365'

Lemma 4. nHF (B®) < (4= +4) ¢y S (4% +4) n 75
Next we give the uppper bound of Hb(k)H By Lemma 3 and Lemma 4,
InHF (B*) < (ﬁ J+4)In ’)/ﬁ,lex( )< (g j/_|_4)|n\/> Using the

inequality xgk) < xg )11, we directly get the upper bound of
d:1 42 1
6] < 7577 (@euwy)s.
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Current Section

e Convergence speed of the Pnj-BKZ’ dynamical system
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Convergence speed of the Pnj-BKZ’ dynamical system

After we know the solution of Pnj-BKZ’ dynamical system, we should
study the speed of convergence of the discrete-time dynamical system:

Xki1:=AXg+C

According to the principle of the power iteration algorithm, the
asymptotic speed of convergence of the sequence (Agk)x)k is
determined by the eigenvalue of Ay. If this value smaller than 1 then
this dynamical system will convergence to the solution.
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Upper bound of the second largest eigenvalue of

ATA,

In fact the largest eigenvalue of AJA4 is 1 and we will show that the

second largest eigenvalue value is smaller than 1 — %. So the

sequence (Agk)x)k does converge.

Xidian University Analyzing PnJBKZ using dynamical systems June 12, 2024 44/55



Upper bound of the second largest eigenvalue of

ATA,

Based the dynamical system of PndBKZ we build before, we first
proved Eq. (19) which is a recursion formula of AJA4.

d—p3
fork:O,l,...,{T‘J:

Mt (ks1)s = Ay (1)  Aps(orn)s =

Lo+ O My [1: 6, 1:8) 25 Mpyrs (128, (B—J): (B+KJ)]
B IMpis [(B=T) : (B+kJ), 1: 8] Masns [(B—T): (B+kJ), (B—J): (B+ kJ)]
(19)

Here dim(Mgyyy) = 8+ kJ.

Then we prove Lemma 5, which gives the recursion formula of
characteristic polynomial x4 of A7A,.
Lemma 5. Fori>2,d=i+8, xgri(\) =
2 - Xgtic1 (A) = A2 xpgima (A), imod J#1
{ [(1 + (%)3 P ﬁi} Xpriot (A — (ﬂﬁ;‘f)z,\2 Xgsio2 (\), i mod J =1
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Upper bound of the second largest eigenvalue of

ATA,

Then Lemma 6 calculates the first J terms of y5.;(1)
Lemma 6. For J >4 >0, xg4i (A) = VPH 2 (A= 1) ()\ - é—i)
Finally based on Lemma 5 and Lemma 6, we use Chebyshev

polynomials of the second kind to prove Lemma 7 which shows the
bound of the second largest eigenvalue of AgAd.

Lemma 7. Ford > (3, the largest root of xa(\) is within { 2&(}3—»”2 11— ﬁgﬁ};rj)}
T/
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Current Section

e Our results
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Our results

Based on Lemma 4 and 7, we prove Theorem 1 which describes the
norm upper bound of shortest vector output from fully Pnj-BKZ’
reduced basis and the convergence speed of Pnj-BKZ’ reduction.

Theorem 1. Under SMA, there ezists C > 0 such that the following holds for
alld, f and J. Let (a;)i<q be the input of Pnj-BKZ(3,J). Set L be the lattice

spanned by (a;)i<q. After Cﬁ?ng) (ln d + In In max; %) tours reduction

of Pnj-BKZ(8,J), the output lattice basis (b;);<q satisfies ||x — x|, < 1, here

x = (r1,...,24)T and z; = In (dl‘:f)”l/d for all i and x> is the unique solution

al=

of the equation x*° = Ax*> + c. Specifically ||by]| < nyUg HCEAE (detL)<.
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Comparison with other works

Table 1: Comparison with other works

Technique GNO8|[11] LW23[20]
Algorithm Slide reduction Slide reduction
d—1
[bsl| /A1 (L) < ((1+e)yp) /Y <A+ "
3y d
Convergence needed Tours no O (d ;’; S >
Discrete dynamical systems no yes
Technique HPS11[14] LN20[19]
Algorithm BKZ’ BKZ
_d—1 3 _d—1 _ B(B=2)
Iu]l /A (L) <2y < DD
Convergence needed Tours e (%;— (log d + log log max; ]|b1||)> ] (%25 log d)
Discrete dynamical systems yes yes
Technique Our
Algorithm Pnj-BKZ’
d—1 +2
bl /A1 (L) <7
2Jd> =zl
Convergence needed Tours |© <ﬁ(BfJ) <ln d + In In max; @et)l7d
Discrete dynamical systems yes

PnJdBKZ algorithm has an extra parameter Jump value J to trade-off the time cost and

reduction effect.

June 12, 2024
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Verification experiments

190-dimensional random lattice basis from TU Darmstadt SVP Challenge.

Dimension = 190, Blocksize = 50, Jump = 3

= Actual experiments values
1.017 —— Theoretical upper bound

1.016

1.015

1.014

1.013

Root of Hermite Factor

1.012

1.011

0 10 20 30 40 50 60 70 80
Number of Tours
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Verification experiments

190-dimensional random lattice basis from TU Darmstadt SVP Challenge.

Dimension = 190, Blocksize = 50, Jump = 6

1.020 = Actual experiments values
' —— Theoretical upper bound
« 1.018
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Verification experiments

190-dimensional random lattice basis from TU Darmstadt SVP Challenge.

Dimension = 190, Blocksize = 50, Jump = 9

1.020 = Actual e.xperiments values
—— Theoretical upper bound
E 1.018
o
©
w
p-
£
5 1.016
T
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o
o
<]
@ 1.014
1.012 LR ! . ) I | ! 1
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Open questiones

Can one remove the ideal heuristic that Pump outputs HKZ-reduced

lattice basis?
Given more tight upper bound estimation and number of tours needed

for convergence of Pnj-BKZ.
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Thank You
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